[image: https://lh7-us.googleusercontent.com/docsz/AD_4nXf2aqRo_gW6yzqkqoC2p0jbFQhS5o15Pn__OgZCcJ_dVY7T4SJ3YD10Jkh79ip4sIfJms3NYcV_BnansVuP0UEFOBLO4wQWwRYYneH8pOzvqgz0B2uuXHW8HudK0vmw0XBV-QQ5xkmbHidr7xLG46pv0Sc?key=bR3TqbaENQOIyE3d8rrENA]
GDPR, Data Retention and Disposal & Privacy Policy
1. [bookmark: _heading=h.lpbzbym5781t]Policy Purpose
Pips Dance Academy is committed to protecting the privacy, confidentiality and personal information of our students, parents and carers, staff, teachers, volunteers and everyone who comes into contact with the Academy, both physically and virtually (online).
We recognise that individuals have a right to have their personal information handled responsibly, securely and lawfully.
This policy explains:
· What personal information Pips Dance Academy collects
· How and why we collect it
· How we use and protect it
· Who we may share it with
· How long we keep it
· The rights individuals have in relation to their information
· The responsibilities of staff, teachers and volunteers
· What we will do if personal information is lost, disclosed or otherwise compromised
Pips Dance Academy will comply with applicable UK data protection legislation, including the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018, together with relevant guidance issued by the Information Commissioner's Office (ICO).
This policy applies to personal information held electronically and in paper form.
2. [bookmark: _heading=h.o2e1cymqnurk]Who We Are
For the purposes of UK data protection legislation, Pips Dance Academy acts as the Data Controller for the personal information processed in connection with the operation of the Academy.
Our Data Protection Lead is:
Pippa Fisher-Coldwell
Email: pipsdanceacademy@gmail.com
Questions or concerns regarding the use of personal information should be directed to the Data Protection Lead.

3. [bookmark: _heading=h.7dqeat2v03tt]Our Commitment
Pips Dance Academy will ensure that personal information is:
· Processed lawfully, fairly and transparently
· Collected for specified, explicit and legitimate purposes
· Adequate, relevant and limited to what is necessary
· Accurate and, where necessary, kept up to date
· Not kept for longer than necessary
· Processed in accordance with individuals' legal rights
· Kept secure
· Protected against unauthorised or unlawful processing
· Protected against accidental loss, destruction or damage
· Only shared where there is a lawful and appropriate reason
We will take reasonable steps to ensure that anyone handling personal information on behalf of Pips Dance Academy understands their responsibilities.
4. [bookmark: _heading=h.owm55vm2ypzv]What is Personal Data
Personal data is information relating to an identified or identifiable individual.
Depending upon the circumstances, Pips Dance Academy may hold information including:
· Name
· Address
· Telephone number
· Mobile telephone number
· Email address
· Date of birth
· Parent/carer details
· Emergency contact details
· Class information
· Attendance information
· Examination information
· Performance and competition information
· Payment and invoicing information
· Correspondence
· Photographs
· Videos
· Relevant medical information
· Information concerning individual learning needs
5. [bookmark: _heading=h.rd8xf3hl6vfa]Special Category Data
Some personal information is considered particularly sensitive under UK GDPR.
Pips Dance Academy may, where necessary, collect information relating to:
· Health
· Medical conditions
· Allergies
· Injuries
· Disabilities
· Medication
· Relevant care or support needs
This information may be necessary to help us keep students and staff safe, provide appropriate support, manage classes or respond to an emergency.
We will only process such information where we have an appropriate lawful basis and, where required, an additional legal condition for processing special category data.
Health information will be treated as confidential and access will be limited to those who reasonably need the information.
6. [bookmark: _heading=h.ul8qw5vc2rvk]Data Collected
a. [bookmark: _heading=h.qzirqzu5w2bn]Students
We may collect:
· Name
· Date of birth
· Address
· Telephone number where applicable
· Email address where applicable
· Parent/carer details
· Emergency contact details
· Class information
· Attendance
· Relevant medical information
· Allergy information
· Injury information
· Relevant individual learning needs
b. [bookmark: _heading=h.4q9rtuv5b5y]Parents and Carers
We may collect:
· Name
· Address
· Telephone number
· Email address
· Relationship to the student
· Emergency contact information
· Communication preferences
· Information necessary for Academy administration
c. [bookmark: _heading=h.4yo1slab8usk]Staff, Teachers and Volunteers
We may collect information necessary for recruitment, administration and management, including:
· Name
· Contact details
· Date of birth
· Qualifications
· Training
· Experience
· References
· Right-to-work information where applicable
· DBS information where applicable
· Relevant health information
· Emergency contact information
7. [bookmark: _heading=h.n07455da7zcm]Collection of Data
Pips Dance Academy may obtain personal information through:
· Enrolment & Registration forms. 
· Booking systems
· Emails
· Online forms & Website enquiries
· Social media enquiries
· Class records
· Examination forms
· Performance and competition arrangements
· Information provided by parents/carers
· Information provided directly by students
· Other legitimate Academy activities 
Messaging applications including WhatsApp, Messenger, Signal and similar services may be used for operational communications where appropriate.
Staff must not share excessive personal information through messaging applications and must comply with this policy when using such platforms.
Pips Dance Academy's website may collect limited technical information such as IP addresses, browser type and website usage data through cookies or similar technologies. Where required, cookie consent mechanisms will be used.
8. [bookmark: _heading=h.8tzxp2836bjy]Personal Information Usage
We use personal information to operate Pips Dance Academy and provide our services.
This may include:
· Managing enrolments
· Administering classes
· Communicating with students and parents/carers
· Managing attendance
· Delivering dance instruction
· Entering students for examinations
· Organising performances and showcases
· Managing payments and invoices
· Responding to enquiries
· Responding to emergencies
· Supporting individual needs
· Maintaining appropriate records
· Managing staff and volunteers
· Meeting legal requirements
· Safeguarding children and adults
· Managing health and safety
· Improving our services
· Promoting Pips Dance Academy where appropriate
9. [bookmark: _heading=h.u8tsp91qzaay]Processing Data
UK GDPR requires organisations to have a lawful basis for processing personal information.
Depending upon the circumstances, Pips Dance Academy may rely upon:
a. [bookmark: _heading=h.s9hym4zclbo]Legal obligation
We may process information where necessary to comply with a legal requirement.
b. [bookmark: _heading=h.e1f6r1fqg14e]Legitimate interests
We may process information where this is necessary for the legitimate operation and management of Pips Dance Academy, provided that the individual's rights and interests are appropriately considered.
c. [bookmark: _heading=h.zbmfx1u2n01e]Consent
We may ask for consent where appropriate, including for certain photographs, videos or marketing activities.
d. [bookmark: _heading=h.9920wh8qcoma]Vital interests
Information may be processed where necessary to protect someone's life or deal with an emergency.
Other lawful bases may apply where permitted by UK GDPR.
e. [bookmark: _heading=h.hyk5wvtn6iiv]Consent
Where Pips Dance Academy relies upon consent, consent will be obtained appropriately.
Individuals may withdraw consent where consent is the lawful basis for processing.
Withdrawal of consent does not affect the lawfulness of processing that took place before consent was withdrawn.
10. [bookmark: _heading=h.w31iivu68fdv]Photographs and Videos
Pips Dance Academy may take photographs and videos during:
· Classes. 
· Performances. 
· Shows. 
· Rehearsals. 
· Competitions. 
· Events. 
· Other Academy activities. 
Subject to appropriate permissions and lawful basis, photographs and videos may be used for:
· The Academy website. 
· Social media. 
· Publicity. 
· Promotional materials. 
· Celebrating student achievements. 
· Academy publications. 
· Other legitimate Academy purposes. 
Parents/carers will be asked to complete a Data Consent and Photograph/Video Permission Form when joining the Academy.
11. [bookmark: _heading=h.k743e9by7um]Withdrawing Permission
Where we rely upon consent, parents/carers or individuals may withdraw their consent by contacting Pips Dance Academy.
Please contact:
Pippa Fisher-Coldwell
pipsdanceacademy@gmail.com
We will take reasonable steps to ensure that images are not used for future purposes where consent has been withdrawn and consent was the lawful basis.
We cannot always guarantee removal of material that has already been printed, distributed or shared online before consent was withdrawn.
12. [bookmark: _heading=h.7bqpbtip9jpg]Children’s Information
The best interests of the child will be a primary consideration when processing children's personal information.  Staff will take particular care before sharing photographs, videos or other identifying information relating to children.
We will:
· Collect only information reasonably necessary
· Protect children's personal information
· Avoid unnecessarily publishing identifying information
· Use photographs and videos responsibly
· Communicate appropriately with parents/carers
· Consider a child's age and understanding where relevant
Our handling of children's information must also comply with our safeguarding arrangements.
13. [bookmark: _heading=h.42vdhlsn4fa6]Medical Information
Parents/carers may be asked to provide information about a student's:
· Medical conditions
· Allergies
· Injuries
· Disabilities
· Medication
· Other relevant health information
This information may be used to:
· Keep students safe
· Plan appropriate activities
· Make reasonable adjustments where appropriate
· Respond to accidents or emergencies
· Inform relevant teachers or first aiders
· Support individual needs


14. [bookmark: _heading=h.rf09a6qjncyn]Examinations, Performances and Competitions
Pips Dance Academy may need to provide personal information to relevant organisations when arranging:
· Examinations
· Performances
· Competitions
· Showcases
· Other legitimate dance-related activities
Only information reasonably necessary for the relevant purpose should be provided.
15. [bookmark: _heading=h.yzgm6hyyhonc]Sharing Information
Pips Dance Academy does not sell personal information. We may share personal information where there is a lawful and appropriate reason.
This may include:
· Teachers and staff
· Relevant volunteers and helpers
· Examination organisations
· Competition organisers
· Performance organisers
· Booking system providers
· IT and software providers
· Insurers
· Emergency services 
· Children's Social Care
· Adult Social Care
· The Police
· Local authorities
· Other statutory or regulatory bodies
We will aim to share only information that is reasonably necessary.


16. [bookmark: _heading=h.vbznp6tsmgvt]Third Party Service Providers
Pips Dance Academy may use third-party organisations to provide services such as:
· Booking systems
· Payment services
· Email services
· Website hosting
· Cloud storage
· Online teaching platforms
· Accounting services
· Examination administration
· Other administrative services
Where appropriate, we will ensure suitable data protection arrangements are in place with third-party providers.
17. [bookmark: _heading=h.tg2308718y72]International Transfers
Some technology or service providers may store or process information outside the United Kingdom.
Where this occurs, Pips Dance Academy will take reasonable steps to ensure that any international transfer complies with applicable UK data protection requirements and that appropriate safeguards are in place where required.
18. [bookmark: _heading=h.dwfilhhry8id]Safeguarding and Data Protection
Pips Dance Academy recognises that safeguarding concerns may require personal information to be shared.
Data protection law does not prevent appropriate information sharing where this is necessary to protect a child or adult from harm.
Where appropriate, information may be shared with:
· Children's Social Care
· Adult Social Care
· The Police
· The Local Authority Designated Officer (LADO)
· Other appropriate safeguarding agencies
Our Safeguarding and Child Protection Policy must be followed when dealing with safeguarding concerns.
19. [bookmark: _heading=h.de5re19fr1sl]Confidentiality
Staff, teachers and volunteers may be required to sign a confidentiality agreement or code of conduct confirming their responsibilities regarding personal information.
Personal information must not be:
· Discussed unnecessarily
· Shared with friends or family
· Posted on personal social media
· Shared in unauthorised online groups
· Left where unauthorised people can see it
· Used for personal purposes
Confidential information should only be accessed and shared where there is an appropriate reason.
Confidentiality responsibilities continue after an individual leaves Pips Dance Academy.
20. [bookmark: _heading=h.onjgx8u0x6sr]Responsibilities
Everyone working on behalf of Pips Dance Academy has a responsibility to protect personal information.
Staff and volunteers must:
· Follow this policy
· Keep information secure
· Maintain confidentiality
· Keep passwords secure
· Check email recipients carefully
· Avoid unnecessary disclosure of personal information
· Report suspected data breaches immediately
· Dispose of information securely
· Only access information required for their role
21. [bookmark: _heading=h.lkrjuzyte2fo]Communication
Staff must take care when sending personal information electronically.
Before sending an email, staff should check:
· The recipient is correct. 
· The information is appropriate to send. 
· Attachments are correct. 
· Personal information is not unnecessarily disclosed. 
When emailing multiple parents/carers who do not need to know each other's email addresses, BCC should be used where appropriate.
Where parent or class messaging groups are used, participants should be aware that contact details and messages may be visible to other group members. Participation is voluntary and individuals should avoid sharing personal or sensitive information through group messaging platforms.
22. [bookmark: _heading=h.4rp7m8vt5ah]Personal Devices
Where personal devices are authorised for Academy work, staff must take reasonable steps to protect information.
This includes:
· Using appropriate passwords or device security. 
· Keeping software updated. 
· Preventing unauthorised access. 
· Not sharing student information through personal social media. 
· Deleting Academy information when no longer required. 
· Reporting lost or stolen devices where Academy information may be affected. 
23. [bookmark: _heading=h.l2bzepjmljxq]Physical Records
Paper records containing personal information must be stored securely.
Records that are no longer required must be securely destroyed.
24. [bookmark: _heading=h.4a8ep1g4tu5v]Electronic Records
Electronic records should be protected through appropriate security measures, which may include:
· Password protection
· Access controls
· Secure cloud storage
· Device security
· Software updates
· Multi-factor authentication where available
Access should be limited to people who reasonably need the information for legitimate Academy purposes.
25. [bookmark: _heading=h.tffa0sq9gfyb]Data Breaches
A personal data breach may occur when information is:
· Lost
· Stolen
· Sent to the wrong person
· Accidentally disclosed
· Accessed without permission
· Altered without authorisation
· Accidentally destroyed
· Otherwise compromised
Examples include sending personal information to the wrong email address or losing a device containing student information.
26. [bookmark: _heading=h.fy07yud9fy2q]Reporting Data Breaches
Suspected data breaches must be reported immediately and no later than 24 hours after becoming aware of the incident.  Where required, the ICO will be notified within 72 hours of the Academy becoming aware of a reportable personal data breach.
Pippa Fisher-Coldwell – Data Protection Lead
Staff must not attempt to conceal a breach.
The Data Protection Lead will assess the incident and determine what action is required, including whether notification to the Information Commissioner's Office or affected individuals is necessary.
27. [bookmark: _heading=h.9rrpyqizvjxe]Data Protection
Pips Dance Academy will not retain personal information for longer than reasonably necessary.
Retention periods may depend upon:
· The type of information
· Why it was collected
· Legal requirements
· Accounting requirements
· Insurance requirements
· Safeguarding considerations
· Potential complaints or legal claims
When information is no longer required, it will be securely deleted or destroyed where appropriate.
28. [bookmark: _heading=h.js3qly9j1lpy]Safeguarding Records
Safeguarding records may need to be retained for longer than ordinary administrative records.
Such records will be managed in accordance with the Academy's safeguarding procedures and applicable legal requirements.
29. [bookmark: _heading=h.m2a9vjxm0jrb]Data Retention Schedule
Pips Dance Academy maintains a Data Retention Schedule setting out how long specific categories of personal information are retained and when they are securely deleted or destroyed.
	Record Type
	Retention Period

	Student records
	Students and their associated parent record are deleted when they leave Pips Dance Academy.

	Accident records
	In line with legal requirements

	Financial records
	6 years

	Safeguarding records
	In accordance with safeguarding guidance



30. [bookmark: _heading=h.djp4k5l3nyr6]Data Protection Rights
Under UK GDPR, individuals may have the following rights:
· The right to be informed
· The right of access
· The right to rectification
· The right to erasure
· The right to restrict processing
· The right to data portability
· The right to object
· Rights relating to automated decision-making and profiling
These rights are subject to legal conditions and exemptions.

31. [bookmark: _heading=h.c5cdcfk2zk67]Subject Access Requests
Individuals generally have the right to request a copy of the personal information Pips Dance Academy holds about them.
This is known as a Subject Access Request (SAR).
Requests should be made to:
Pippa Fisher-Coldwell
Data Protection Lead
Email: pipsdanceacademy@gmail.com
We may need to verify the identity of the person making the request.
Subject Access Requests will normally be responded to within one calendar month of receipt unless an extension is permitted under applicable legislation.
a. [bookmark: _heading=h.jfw1mc1aptue]Requests relating to Children
Where a request concerns information relating to a child, Pips Dance Academy will consider the child's age, understanding and circumstances.
A parent or carer does not automatically have an unrestricted right to access all of a child's personal information simply because they have parental responsibility.
Requests will be considered in accordance with applicable data protection law.
31. [bookmark: _heading=h.p4gzh7hzsxib]Data Accuracy
Pips Dance Academy will take reasonable steps to ensure that personal information is accurate and kept up to date where necessary.
Parents/carers should inform the Academy of changes to:
· Address
· Telephone number
· Email address
· Emergency contact details
· Medical information
· Other information that may affect a student's safety or participation
32. [bookmark: _heading=h.b2yxef459bsr]Marketing
Pips Dance Academy may contact customers and families about:
· Classes
· Events
· Performances
· New classes
· Academy activities
Where marketing communications are sent based on consent, individuals may withdraw that consent at any time. Where communications are sent on another lawful basis, individuals may have the right to object to receiving such communications.
Essential administrative communications may still be sent, such as information regarding classes, cancellations, performances or changes to arrangements.
33. [bookmark: _heading=h.8i0k903inkr4]Social Media and Online Teaching
Personal information used through social media and online teaching must be handled in accordance with this policy and the Pips Dance Academy Social Media and Online Teaching Safeguarding Policy.
This includes requirements relating to:
· Photographs
· Videos
· Online classes
34. [bookmark: _heading=h.qsx4gn2sax06]Data Protection and Online Classes
Staff must take reasonable steps to avoid displaying unnecessary personal information during online classes.
Teachers should consider:
· What can be seen in the background
· Whether personal documents are visible
· Whether student information can be seen
· Whether class links are appropriately protected
· Whether recordings are necessary
35. [bookmark: _heading=h.xrw66d7zmn9t]Data Protection Design
When Pips Dance Academy introduces a new system, software, online service or process involving personal information, consideration should be given to:
· What information is required. 
· Why it is required. 
· Who needs access. 
· Where it will be stored. 
· How long it will be retained. 
· How it will be protected. 
· Potential risks to individuals. 
36. [bookmark: _heading=h.2wug1urimdqb]Leavers
When a member of staff or volunteer leaves Pips Dance Academy, they must return or securely delete Academy personal information in their possession.
This may include:
· Photographs
· Videos
· Electronic documents
· Paper records
· Other confidential information
Access to Academy systems should be removed when no longer required.
37. [bookmark: _heading=h.y1q63s29do33]Information Commissioner’s Office
The Information Commissioner's Office is the UK's independent regulator for data protection and information rights.
Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
Telephone: 0303 123 1113
Information Commissioner's Office
38. [bookmark: _heading=h.3fb1n433e8xi]Privacy and Third Party Websites
Pips Dance Academy may provide separate Privacy Notices to students, parents/carers, staff, volunteers and website users explaining in more detail how their information is processed.
Pips Dance Academy may provide links to third-party websites through its website, social media or communications.
Pips Dance Academy is not responsible for the privacy practices of third-party websites.
Individuals should review the privacy notices of any third-party websites they use.


39. [bookmark: _heading=h.f5dg8uv8c61v]Policy Changes
Pips Dance Academy may update this policy from time to time to reflect:
· Changes in legislation. 
· Changes in ICO guidance. 
· Changes to our services. 
· Changes in technology. 
· Changes in how personal information is collected or used. 
The most recent version will be made available to relevant individuals.
40. [bookmark: _heading=h.bqikclpu8z06]Media Permissions
Parents/carers and, where appropriate, students will be asked to complete the Academy's Data Consent and Photograph/Video Permission Form when joining Pips Dance Academy.
This form will explain and record the relevant permissions relating to the use of photographs and videos.
Consent will not be assumed simply because an individual attends a class or event where consent is required.
41. [bookmark: _heading=h.l2vg7n9yi0lp]Complaints
Individuals who have concerns about how Pips Dance Academy has handled their personal information should contact the Data Protection Lead in the first instance.
Individuals also have the right to lodge a complaint with the Information Commissioner's Office if they believe their data protection rights have been breached.
42. [bookmark: _heading=h.bbizohb97gdl]Policy Details
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